A .
%,é Collins Aerospace

WS8RGZ-22-D-0044 - LONGBOW CREW TRAINING DEVICE SUITE (TDS)
12 AUG 2022

FLOW DOWN CLAUSES AND SPECIAL CONTRACT PROVISIONS
U.S. Government Clauses

Prime Contract No.: W58RGZ-22-D-0044

Type of Agreement: U.S. Government Prime Contract FFP/IDIQ
DPAS Rating: None

Program Name: Longbow Crew Training Device Suite (TDS)
Date of Creation: 12 August 2022

The following customer contract requirements apply to any Purchase Order referencing the above U.S.
Government prime contract number and are hereby incorporated into the Purchase Order by full text or
by reference with the same force and effect as if they were given in full text. The terms and conditions of
the versions of the “Flowdown of U.S. Government Contract Clauses Under U.S. Government
Contracts” and “Flowdown Updates” documents in effect on the date of the particular Order shall also
apply. These documents are made available at the RTX Supplier Site. The full text of FAR/DFARS
clauses may be accessed at https://www.acquisition.gov/.

In all provisions and clauses listed herein, terms shall be revised to suitably identify the party to establish
Supplier’s obligations to Buyer and to the Government, and to enable Buyer to meet its obligations under
the prime contract. Without limiting the generality of the foregoing, and except where further clarified or
modified below, the term “Government” and equivalent phrases shall mean “Buyer”, the term “Contracting
Officer” shall mean “Buyer’s Purchasing Representative", the term “Contractor” or “Offeror” shall mean
“Supplier”, “Subcontractor” shall mean “Supplier’s Subcontractor” under this Purchase Order, and the term
“Contract” shall mean this “Purchase Order”. For the avoidance of doubt, the words “Government” and
“Contracting Officer” do not change: (1) when a right, act, authorization or obligation can be granted or
performed only by the Government or the prime contract Contracting Officer or duly authorized
representative, such as in FAR 52.227-1 and FAR 52.227- 2 or (2) when title to property is to be transferred
directly to the Government. Supplier shall incorporate into each lower tier contract issued in support of this
Purchase Order all applicable FAR and DFARS provisions and clauses in accordance with the flow down
requirements specified in such clauses. Nothing in this Purchase Order grants Supplier a direct right of
action against the Government. If any of the following FAR or DFARS clauses do not apply to this Purchase
Order, such clauses are considered to be self-deleting.

Buyer or Buyer Affiliates reserve the right to add or update any FAR or DFAR clause or special contract
provision based on customer contract directives

Capitalized words used herein and not otherwise defined shall have the meanings ascribed to them in the
Terms and Conditions.

The requirements below are in accordance with the U.S. Government prime contract and are not modified
by Buyer for each individual Supplier. Supplier will remain at all times responsible for providing to any
government agency, Buyer, or Buyer’s customer, evidence of compliance with the requirements herein or
that such requirements are not applicable to the extent satisfactory to the requesting party.
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CLAUSES INCORPORATED BY REFERENCE:

FAR CLAUSES

CLAUSE TITLE

52.202-1 Definitions (June 2020)

52.203-3 Gratuities (April 1984)

52.203-5 Covenant Against Contingent Fees (May 2014)

52.203-6 Restrictions on Subcontractor Sales to the Government (June 2020)

52.203-7 Anti-Kickback Procedures (June 2020)

52.203-8 Cancellation, Recission and Recovery of funds for Illegal or Improper Activity (May 2014)

52.203-10 Price or Fee Adjustment for Illegal or Improper Activity (May 2014)

52.203-12 Limitation on Payments to Influence Certain Federal Transactions (June 2020)

52.203-13 Contractor Code of Business Ethics and Conduct (Nov 2021)

52.203-17 Contractor Employee Whistleblower Rights and Requirement To Inform Employees of
Whistleblower Rights (June 2020)

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 2017)

52.204-2 Security Requirements (Aug 1996)

52.204-4 Printed or Copied Double-Sided on Postconsumer Fiber Content Paper (May 2011)

52.204-9 Personal Identity Verification of Contractor Personnel (Jan 2011)

52.204-10 Reporting Executive Compensation and First-Tier Subcontract Awards (June 2020)

52.204-13 System for Award Management Maintenance (Oct 2018)

52.204-18 Commercial and Government Entity Code Maintenance (Aug 2020)

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by
Kaspersky Lab and Other Covered Entities (Nov 2021)

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services
or Equipment (Nov 2021)

52.209-6 Protecting the Government’s Interest when Subcontracting with Contractors Debarred,
Suspended or proposed for Debarment (June 2020)

52.209-9 Updates of Publicly Available Information Regarding Responsibility Matters (Oct 2018)

52.209-10 Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015)

52.210-1 Market Research (Nov 2021)

52.211-15 Defense Priority and Allocation Requirements (April 2008)

52.215-2 Audit and Records — Negotiation (June 2020)

52.215-8 Order of Precedence-Uniform Contract Format (Oct 1997)

52.215-10 Price Reduction for Defective Certified Cost or Pricing Data (Aug 2011)

52.215-14 Integrity of Unit Prices (June 2020)

52.215-18 Reversion or Adjustment of Plans for Postretirement Benefits (PRB) Other Than Pensions
(July 2005)

52.215-21 Requirements for Certified Cost or Pricing Data and other than Certified Cost or Pricing Data —
Modifications ((June 2020)

52.215-23 Limitations on Pass Through Charges (June 2020)

52.216-7 Allowable Cost and Payment (Aug 2018)

52.216-8 Fixed Fee (June 2011)

52.219-8 Utilization of Small Business Concerns (Oct 2018)

52.219-9 Small Business Subcontracting Plan (Nov 2021)
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CLAUSE TITLE

52.219-9 Alternate II Small Business Subcontracting Plan. - (Alternate IT) (Nov 2021)
52.219-16 Liquidated Damages — Subcontracting Plan (June 2020)
52.219-28 Post-Award Small Business Program Rerepresentation (Nov 2020)

52.222-1 Notice to the Government of Labor Disputes (Feb 1997)

52.222-3 Convict Labor (June 2003)

52.222-4 Contract Work Hours and Safety Standards — Overtime Compensation (May 2018)
52.222-20 Contracts for Materials, Supplies, Articles and Equipment (June 2020)
52.222-21 Prohibition of Segregated Facilities (April 2015)
52.222-26 Equal Opportunity (Sept 2016)
52.222-37 Employment Reports on Veterans (June 2020)
52.222-40 Notification of Employee Rights Under the National Labor Relations Act (Dec 2010)
52.222-41 Service Contract Labor Standards (Aug 2018)
52.222-43 Fair Labor Standards Act and Service Contract Labor Standards — Price Adjustment (Aug

2018

52.222-50 Coml))ating Trafficking in Persons (Nov 2021)
52.222-54 Employment Eligibility Verification (May 2022)

52.223-5 Pollution Prevention and Right to Know Information (May 2011)

52.223-6 Drug Free Workplace (May 2011)

52.223-10 Waste Reduction Program (May 2011)

52.223-12 Maintenance, Service, Repair or Disposal of Refrigeration Equipment (June 2016)
52.223-18 Encouraging Contractor Policies to Ban Text Messaging While Driving (June 2020)
52.224-3 Privacy Training (Jan 2017)

52.225-13 Restrictions on Certain Foreign Purchases (Feb 2021)

52.226-5 Restrictions on Subcontracting outside Disaster or Emergency Area (Nov 2007)
52.227-1 Authorization and Consent (June 2020)

52.227-10 Filing of Patent Applications-Classified Subject Matter (Dec 2007)

52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement (June 2020)
52.227-3 Patent Indemnity (April 1984)

52.227-13 Patent Rights — Ownership by the Government (Dec 2007)

52.228-3 Worker’s Compensation Insurance (Defense Base Act) (July 2014)

52.232-1 Payments (April 1984)

52.232-11 Extras (April 1984)

52.232-17 Interest (May 2014)

52.232-22 Limitation of Funds (April 1984)

52.232-23 Assignment of Claims (May 2014)

52.232-33 Payment by Electronic Funds Transfer-System for Award Management (Oct 2018)
52.232-39 Unenforceability of Unauthorized Obligations (June 2013)

52.232-40 Providing Accelerated Payments to Small Business Subcontractors (Nov 2021)
52.233-1 Disputes (May 2014)

52.233-3 Protest after Award (Aug 1996)

52.233-4 Applicable Law for Breach of Contract Claim (Oct 2004)

52.242-1 Notice of Intent to Disallow Costs (April 1984)

52.242-3 Penalties for Unallowable Costs (May 2014)
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CLAUSE TITLE
52.242-4 Certification of Final Indirect Costs (Jan 1997)
52.242-5 Payments to Small Business Contractors (Jan 2017)
52.242-13 Bankruptcy (July 1995)
52.243-1 Changes-Fixed-Price (Aug 1987)
52.243-1 Alternate III Changes-Fixed-Price (April 1984)
52.244-2 Subcontracts (June 2020)
52.244-5 Competition in Subcontracting (Dec 1996)
52.244-6 Subcontracts for Commercial Items (Nov 2020)
52.245-1 Government Property (Sep 2021)
52.245-9 Use and Charges (April 2012)
52.247-1 Commercial Bill of Lading Notations (Feb 2006)
52.247-63 Preference for U.S. Flag Air Carriers (June 2003)
52.248-1 Value Engineering (June 2020)
52.249-2 Termination for Convenience of the Government (Fixed-Price) (April 2012)
52.249-8 Default (Fixed-Price Supply and Service) (April 1984)
52.253-1 Computer Generated Forms (Jan 1991)

DFARS CLAUSES
CLAUSE TITLE

252.203-7001

Prohibition on Persons Convicted of Fraud or Other Defense-Contract-Related Felonies (Dec
2008)

252.203-7002

Requirement to Inform Employees of Whistleblower Rights (Sep 2013)

252.203-7003

Agency Office of the Inspector General (Aug 2019)

252.203-7004

Display of Hotline Posters (Aug 2019)

252.204-7000

Disclosure of Information (Oct 2016)

252.204-7003

Control of Government Personnel Work Product (April 1992)

252.204-7004

Antiterrorism Awareness Training for Contractors (Feb 2019)

252.204-7006

Billing Instructions (Oct 2005)

252.204-7009

Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident
Information (Oct 2016)

252.204-7012

Safeguarding Covered Defense Information and Cyber Incident Reporting (Dec 2019)

252.204-7015

Notice of Authorized Disclosure of Information for Litigation Support (May 2016)

252.204-7018

Prohibition on the Acquisition of Covered Defense Telecommunications Equipment or
Services (Jan 2021)

252.204-7020

NIST SP 800-171 DoD Assessment Requirements (Nov 2020)

252.209-7004

Subcontracting with Firms that are Owned or Controlled by the Government of a Country that
is a State Sponsor of Terrorism (May 2019)

252.219-7003

Small Business Subcontracting Plan (DoD Contracts) (Dec 2019)

252.219-7004

Small Business Subcontracting Plan (Test Program) (May 2019)

252.222-7006

Restrictions on the Use of Mandatory Arbitration Agreements (Dec 2010)

252.223-7004

Drug-Free Work Force (Sep 1988)

252.225-7004

Report of Intended Performance outside the United States and Canada (Oct 2020)

252.225-7005

Identification of Expenditures in the United States (June 2005)
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CLAUSE TITLE

252.225-7007 | Prohibition on Acquisition of Certain Items from Communist Chinese Military Companies
(Dec 2018)
252.225-7012 | Preference for Certain Domestic Commodities (Dec 2017)

252.225-7016 | Restriction on Acquisition of Ball and Roller Bearings (June 2011)
252.225-7025 | Restriction on Acquisition of Forgings (Dec 2009)

252.225-7028 | Exclusionary Policies and Practices of Foreign Governments (April 2003)
252.225-7030 | Restriction on Acquisition of Carbon, Alloy and Armor Steel Plate (Dec 2006)
252.225-7048 | Export-Controlled Items (June 2013)

252.226-7001 | Utilization of Indian Organizations, Indian-Owned Economic Enterprises, and Native Hawaiian
Small Business Concerns (April 2019)
252.227-7013 | Rights in Technical Data - Noncommercial Items (Feb 2014)

252.227-7014 | Rights in Noncommercial Computer Software and Noncommercial Computer Software
Documentation.
252.227-7015 | Technical Data - Commercial Items (Feb 2014)

252.227-7019 | Validation of Asserted Restrictions — Computer Software (Sept. 2016)
252.227-7020 | Rights in Special Works (June 1995)

252.227-7025 | Limitations on the use or Disclosure of Government Furnished Information Marked with
Restrictive Legends (May 2013)
252.227-7027 | Deferred Ordering of Technical Data or Computer Software (April 1988)

252.227-7030 | Technical Data - Withholding of Payment (March 2000)
252.227-7037 | Validation of Restrictive Markings on Technical Data (April 2022)
252.227-7038 | Patent Rights — Ownership by the Contractor (Large Bus.) (June 2012)
252.229-7011 | Reporting of Foreign Taxes — U.S. Assistance Programs (Sept 2005)
252.231-7000 | Supplemental Cost Principles (Dec 1991)

252.232-7002 | Progress Payments for Foreign Military Sales Acquisitions (Dec 1991)
252.232-7007 | Limitation of Government's Obligation (April) 2014

252.232-7010 | Levies on Contract Payments (Dec 2006)

252.232-7017 | Accelerating Payments to Small Business Subcontractors-Prohibition on Fees and
Consideration (April 2020)
252.234-7004 | Cost and Software Data Reporting System (Nov 2014)

252.237-7010 | Prohibition on Interrogation of Detainees by Contractor Personnel (June 2013)
252.239-7001 | Information Assurance Contractor Training and Certification (Jan 2008)
252.242-7004 | Material Management and Accounting System (May 2011)

252.242-7005 | Contractor Business Systems (Feb 2012)

252.242-7006 | Accounting System Administration (Feb 2012)

252.243-7001 | Pricing of Contract Modifications (Dec 1991)

252.243-7002 | Requests for Equitable Adjustment (Dec 2012)

252.244-7000 | Subcontracts for Commercial Items (Jan 2021)

252.244-7001 | Contractor Purchasing System Administration (May 2014)

252.245-7001 | Tagging, Labeling, and Marking of Government-Furnished Property (April 2012)
252.245-7002 | Reporting Loss of Government Property (Jan 2021)

252.245-7003 | Contractor Property Management System Administration (April 2012)
252.245-7004 | Reporting, Reutilization, and Disposal (Dec 2017)

252.246-7003 | Notification of Potential Safety Issues (June 2013)
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CLAUSE TITLE
252.246-7004 | Safety of Facilities, Infrastructure and Equipment for Military Operations (Oct 2010)

252.246-7007 | Contractor Counterfeit Electronic Part Detection and Avoidance System (Aug 2016)
252.247-7023 | Transportation of Supplies by Sea (Feb 2019)
252.249-7002 | Notification of Anticipated Contract Termination or Reduction (June 2020)

CUSTOMER-SPECIFIC CLAUSES:

CLAUSE TITLE
H0002 Contractor Manpower Reporting (not required for FMS efforts).
(Full text of this clause is provided in the corresponding section noted below).
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CLAUSES INCORPORATED IN FULL TEXT:

FAR AND DFARS CLAUSES INCORPORATED BY FULL TEXT

52.203-13 Contractor Code of Business Ethics and Conduct (June 2020). As prescribed in 3.1004(a),
insert the following clause:

(a) Definitions. As used in this clause—

Agent means any individual, including a director, an officer, an employee, or an independent
Contractor, authorized to act on behalf of the organization.

Full cooperation-
(1) Means disclosure to the Government of the information sufficient for law enforcement to
identify the nature and extent of the offense and the individuals responsible for the conduct. It includes
providing timely and complete response to Government auditors’ and investigators' request for documents

and access to employees with information;

(2) Does not foreclose any Contractor rights arising in law, the FAR, or the terms of the
contract. It does not require-

(i) A Contractor to waive its attorney-client privilege or the protections afforded by the
attorney work product doctrine; or

(i1) Any officer, director, owner, or employee of the Contractor, including a sole proprietor,
to waive his or her attorney client privilege or Fifth Amendment rights; and

(3) Does not restrict a Contractor from-
(i) Conducting an internal investigation; or

(i1) Defending a proceeding or dispute arising under the contract or related to a potential or
disclosed violation.

Principal means an officer, director, owner, partner, or a person having primary management or
supervisory responsibilities within a business entity (e.g., general manager; plant manager; head of a

division or business segment; and similar positions).

Subcontract means any contract entered into by a subcontractor to furnish supplies or services for
performance of a prime contract or a subcontract.

Subcontractor means any supplier, distributor, vendor, or firm that furnished supplies or services to
or for a prime contractor or another subcontractor.

United States, means the 50 States, the District of Columbia, and outlying areas.

(b) Code of business ethics and conduct.

WS8RGZ-22-D-0044 Page 7 of 30
CW2315513


https://www.acquisition.gov/far/part-3#FAR_3_1004

A .
%,é Collins Aerospace

(1) Within 30 days after contract award, unless the Contracting Officer establishes a longer time
period, the Contractor shall—

(i) Have a written code of business ethics and conduct; and

(i) Make a copy of the code available to each employee engaged in performance of the
contract.

(2) The Contractor shall-
(i) Exercise due diligence to prevent and detect criminal conduct; and

(i1) Otherwise promote an organizational culture that encourages ethical conduct and a
commitment to compliance with the law.

3)

(i) The Contractor shall timely disclose, in writing, to the agency Office of the Inspector General
(OIG), with a copy to the Contracting Officer, whenever, in connection with the award, performance, or
closeout of this contract or any subcontract thereunder, the Contractor has credible evidence that a
principal, employee, agent, or subcontractor of the Contractor has committed-

(A) A violation of Federal criminal law involving fraud, conflict of interest, bribery, or
gratuity violations found in Title 18 of the United States Code; or

(B) A violation of the civil False Claims Act ( 31 U.S.C. 3729-3733).

(i1) The Government, to the extent permitted by law and regulation, will safeguard and treat
information obtained pursuant to the Contractor’s disclosure as confidential where the information has
been marked "confidential" or "proprietary”" by the company. To the extent permitted by law and
regulation, such information will not be released by the Government to the public pursuant to a Freedom
of Information Act request, 5 U.S.C. Section 552, without prior notification to the Contractor. The
Government may transfer documents provided by the Contractor to any department or agency within the
Executive Branch if the information relates to matters within the organization’s jurisdiction.

(iii) If the violation relates to an order against a Governmentwide acquisition contract, a
multi-agency contract, a multiple-award schedule contract such as the Federal Supply Schedule, or any
other procurement instrument intended for use by multiple agencies, the Contractor shall notify the OIG
of the ordering agency and the IG of the agency responsible for the basic contract.

(c) Business ethics awareness and compliance program and internal control system. This paragraph
(c) does not apply if the Contractor has represented itself as a small business concern pursuant to the
award of this contract or if this contract is for the acquisition of a commercial product or commercial
service as defined at FAR 2.101. The Contractor shall establish the following within 90 days after
contract award, unless the Contracting Officer establishes a longer time period:

(1) An ongoing business ethics awareness and compliance program.
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(1) This program shall include reasonable steps to communicate periodically and in a
practical manner the Contractor’s standards and procedures and other aspects of the Contractor’s business
ethics awareness and compliance program and internal control system, by conducting effective training
programs and otherwise disseminating information appropriate to an individual’s respective roles and
responsibilities.

(i1) The training conducted under this program shall be provided to the Contractor’s
principals and employees, and as appropriate, the Contractor’s agents and subcontractors.

(2) An internal control system.
(i) The Contractor’s internal control system shall—

(A) Establish standards and procedures to facilitate timely discovery of improper conduct
in connection with Government contracts; and

(B) Ensure corrective measures are promptly instituted and carried out.
(i1) At a minimum, the Contractor’s internal control system shall provide for the following:

(A) Assignment of responsibility at a sufficiently high level and adequate resources to
ensure effectiveness of the business ethics awareness and compliance program and internal control
system.

(B) Reasonable efforts not to include an individual as a principal, whom due diligence
would have exposed as having engaged in conduct that is in conflict with the Contractor’s code of
business ethics and conduct.

(C) Periodic reviews of company business practices, procedures, policies, and internal
controls for compliance with the Contractor’s code of business ethics and conduct and the special
requirements of Government contracting, including-

(1) Monitoring and auditing to detect criminal conduct;

(2) Periodic evaluation of the effectiveness of the business ethics awareness and
compliance program and internal control system, especially if criminal conduct has been detected; and

(3) Periodic assessment of the risk of criminal conduct, with appropriate steps to
design, implement, or modify the business ethics awareness and compliance program and the internal
control system as necessary to reduce the risk of criminal conduct identified through this process.

(D) An internal reporting mechanism, such as a hotline, which allows for anonymity or
confidentiality, by which employees may report suspected instances of improper conduct, and instructions
that encourage employees to make such reports.

(E) Disciplinary action for improper conduct or for failing to take reasonable steps to
prevent or detect improper conduct.
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(F) Timely disclosure, in writing, to the agency OIG, with a copy to the Contracting
Officer, whenever, in connection with the award, performance, or closeout of any Government contract
performed by the Contractor or a subcontract thereunder, the Contractor has credible evidence that a
principal, employee, agent, or subcontractor of the Contractor has committed a violation of Federal
criminal law involving fraud, conflict of interest, bribery, or gratuity violations found in Title 18 U.S.C.
or a violation of the civil False Claims Act ( 31 U.S.C. 3729-3733).

(1) If a violation relates to more than one Government contract, the Contractor may
make the disclosure to the agency OIG and Contracting Officer responsible for the largest dollar value
contract impacted by the violation.

(2) If the violation relates to an order against a Governmentwide acquisition contract, a
multi-agency contract, a multiple-award schedule contract such as the Federal Supply Schedule, or any
other procurement instrument intended for use by multiple agencies, the contractor shall notify the OIG of
the ordering agency and the IG of the agency responsible for the basic contract, and the respective
agencies’ contracting officers.

(3) The disclosure requirement for an individual contract continues until at least 3
years after final payment on the contract.

(4) The Government will safeguard such disclosures in accordance with paragraph
(b)(3)(ii) of this clause.

(G) Full cooperation with any Government agencies responsible for audits, investigations,
or corrective actions.

(d) Subcontracts.

(1) The Contractor shall include the substance of this clause, including this paragraph (d),
in subcontracts that exceed the threshold specified in FAR 3.1004(a) on the date of subcontract award and
a performance period of more than 120 days.

(2) In altering this clause to identify the appropriate parties, all disclosures of violation of the
civil False Claims Act or of Federal criminal law shall be directed to the agency Office of the Inspector
General, with a copy to the Contracting Officer.

52.204-19 Incorporation by Reference of Representations and Certifications (Dec 2014). As
prescribed in 4.1202(b), insert the following clause.

The Contractor’s representations and certifications, including those completed electronically via the
System for Award Management (SAM), are incorporated by reference into the contract.
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52.204-21 Basic Safeguarding of Covered Contractor Information Systems (June 2016). As
prescribed in 4.1903 , insert the following clause:

(a) Definitions. As used in this clause—

Covered contractor information system means an information system that is owned or operated
by a contractor that processes, stores, or transmits Federal contract information.

Federal contract information means information, not intended for public release, that is
provided by or generated for the Government under a contract to develop or deliver a product or service
to the Government, but not including information provided by the Government to the public (such as on
public websites) or simple transactional information, such as necessary to process payments.

Information means any communication or representation of knowledge such as facts, data, or
opinions, in any medium or form, including textual, numerical, graphic, cartographic, narrative, or

audiovisual (Committee on National Security Systems Instruction (CNSSI) 4009).

Information system means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information ( 44 U.S.C. 3502).

Safeguarding means measures or controls that are prescribed to protect information systems.
(b) Safeguarding requirements and procedures.
(1) The Contractor shall apply the following basic safeguarding requirements and procedures to
protect covered contractor information systems. Requirements and procedures for basic safeguarding

of covered contractor information systems shall include, at a minimum, the following security controls:

(i) Limit information system access to authorized users, processes acting on behalf of
authorized users, or devices (including other information systems).

(i1) Limit information system access to the types of transactions and functions that authorized
users are permitted to execute.

(iii) Verify and control/limit connections to and use of external information systems.
(iv) Control information posted or processed on publicly accessible information systems.
(v) Identify information system users, processes acting on behalf of users, or devices.

(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a
prerequisite to allowing access to organizational information systems.

(vii) Sanitize or destroy information system media containing Federal Contract Information
before disposal or release for reuse.

(viii) Limit physical access to organizational information systems, equipment, and the
respective operating environments to authorized individuals.

W58RGZ-22-D-0044 Page 11 of 30
CW2315513


https://www.acquisition.gov/far/part-4#FAR_4_1903
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3

A .
%,é Collins Aerospace

(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; and
control and manage physical access devices.

(x) Monitor, control, and protect organizational communications (i.e., information
transmitted or received by organizational information systems) at the external boundaries and key internal
boundaries of the information systems.

(xi) Implement subnetworks for publicly accessible system components that are physically or
logically separated from internal networks.

(xii) Identify, report, and correct information and information system flaws in a timely
manner.

(xiii) Provide protection from malicious code at appropriate locations within
organizational information systems.

(xiv) Update malicious code protection mechanisms when new releases are available.

(xv) Perform periodic scans of the information system and real-time scans of files from
external sources as files are downloaded, opened, or executed.

(2) Other requirements. This clause does not relieve the Contractor of any other specific
safeguarding requirements specified by Federal agencies and departments relating to covered contractor
information systems generally or other Federal safeguarding requirements for controlled unclassified
information (CUI) as established by Executive Order 13556.

(c) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph
(¢), in subcontracts under this contract (including subcontracts for the acquisition of commercial
products or commercial services, other than commercially available off-the-shelf items), in which the
subcontractor may have Federal contract information residing in or transiting through its information
system.

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment (Aug 2020). As prescribed in 4.2105(b), insert the following clause:

(a) Definitions. As used in this clause—

Backhaul means intermediate links between the core network, or backbone network, and the small
subnetworks at the edge of the network (e.g., connecting cell phones/towers to the core telephone
network). Backhaul can be wireless (e.g., microwave) or wired (e.g., fiber optic, coaxial cable, Ethernet).

Covered foreign country means The People’s Republic of China.

Covered telecommunications equipment or services means—

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE
Corporation (or any subsidiary or affiliate of such entities);
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(2) For the purpose of public safety, security of Government facilities, physical security
surveillance of critical infrastructure, and other national security purposes, video surveillance and
telecommunications equipment produced by Hytera Communications Corporation, Hangzhou Hikvision
Digital Technology Company, or Dahua Technology Company (or any subsidiary or affiliate of such
entities);

(3) Telecommunications or video surveillance services provided by such entities or using such
equipment; or

(4) Telecommunications or video surveillance equipment or services produced or provided by
an entity that the Secretary of Defense, in consultation with the Director of National Intelligence or the
Director of the Federal Bureau of Investigation, reasonably believes to be an entity owned or controlled
by, or otherwise connected to, the government of a covered foreign country.

Critical technology means—

(1) Defense articles or defense services included on the United States Munitions List set forth in
the International Traffic in Arms Regulations under subchapter M of chapter I of title 22, Code of Federal
Regulations;

(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 774 of
the Export Administration Regulations under subchapter C of chapter VII of title 15, Code of Federal
Regulations, and controlled-

(i) Pursuant to multilateral regimes, including for reasons relating to national security,
chemical and biological weapons proliferation, nuclear nonproliferation, or missile technology; or

(i1) For reasons relating to regional stability or surreptitious listening;

(3) Specially designed and prepared nuclear equipment, parts and components, materials,
software, and technology covered by part 810 of title 10, Code of Federal Regulations (relating to
assistance to foreign atomic energy activities);

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal
Regulations (relating to export and import of nuclear equipment and material);

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121
of title 9 of such Code, or part 73 of title 42 of such Code; or

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export
Control Reform Act of 2018 (50 U.S.C. 4817).

Interconnection arrangements means arrangements governing the physical connection of two or
more networks to allow the use of another's network to hand off traffic where it is ultimately delivered
(e.g., connection of a customer of telephone provider A to a customer of telephone company B) or sharing
data and other information resources.
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Reasonable inquiry means an inquiry designed to uncover any information in the entity's
possession about the identity of the producer or provider of covered telecommunications equipment or
services used by the entity that excludes the need to include an internal or third-party audit.

Roaming means cellular communications services (e.g., voice, video, data) received from a visited
network when unable to connect to the facilities of the home network either because signal coverage is
too weak or because traffic is too high.

Substantial or essential component means any component necessary for the proper function or
performance of a piece of equipment, system, or service.

(b) Prohibition.

(1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019
(Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2019, from procuring
or obtaining, or extending or renewing a contract to procure or obtain, any equipment, system, or service
that uses covered telecommunications equipment or services as a substantial or essential component of
any system, or as critical technology as part of any system. The Contractor is prohibited from providing to
the Government any equipment, system, or service that uses covered telecommunications equipment or
services as a substantial or essential component of any system, or as critical technology as part of any
system, unless an exception at paragraph (c) of this clause applies or the covered telecommunication
equipment or services are covered by a waiver described in FAR 4.2104.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal
Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2020, from
entering into a contract, or extending or renewing a contract, with an entity that uses any equipment,
system, or service that uses covered telecommunications equipment or services as a substantial or
essential component of any system, or as critical technology as part of any system, unless an exception at
paragraph (c) of this clause applies or the covered telecommunication equipment or services are covered
by a waiver described in FAR 4.2104. This prohibition applies to the use of covered telecommunications
equipment or services, regardless of whether that use is in performance of work under a Federal contract.

(¢) Exceptions. This clause does not prohibit contractors from providing—

(1) A service that connects to the facilities of a third-party, such as backhaul, roaming, or
interconnection arrangements; or

(2) Telecommunications equipment that cannot route or redirect user data traffic or permit
visibility into any user data or packets that such equipment transmits or otherwise handles.

(d) Reporting requirement.

(1) In the event the Contractor identifies covered telecommunications equipment or services used as a
substantial or essential component of any system, or as critical technology as part of any system, during
contract performance, or the Contractor is notified of such by a subcontractor at any tier or by any other
source, the Contractor shall report the information in paragraph (d)(2) of this clause to the Contracting
Officer, unless elsewhere in this contract are established procedures for reporting the information; in the
case of the Department of Defense, the Contractor shall report to the website at https://dibnet.dod.mil. For
indefinite delivery contracts, the Contractor shall report to the Contracting Officer for the indefinite
delivery contract and the Contracting Officer(s) for any affected order or, in the case of the Department of
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Defense, identify both the indefinite delivery contract and any affected orders in the report provided
at https://dibnet.dod.mil.

(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of this
clause

(i) Within one business day from the date of such identification or notification: the contract
number; the order number(s), if applicable; supplier name; supplier unique entity identifier (if known);
supplier Commercial and Government Entity (CAGE) code (if known); brand; model number (original
equipment manufacturer number, manufacturer part number, or wholesaler number); item description;
and any readily available information about mitigation actions undertaken or recommended.

(i1) Within 10 business days of submitting the information in paragraph (d)(2)(i) of this
clause: any further available information about mitigation actions undertaken or recommended. In
addition, the Contractor shall describe the efforts it undertook to prevent use or submission of covered
telecommunications equipment or services, and any additional efforts that will be incorporated to prevent
future use or submission of covered telecommunications equipment or services.

(e) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph
(e) and excluding paragraph (b)(2), in all subcontracts and other contractual instruments, including
subcontracts for the acquisition of commercial products or commercial services.

52.215-19 Notification of Ownership Changes (Oct 1997). As prescribed in 15.408(k), insert the
following clause:

(a) The Contractor shall make the following notifications in writing:

(1) When the Contractor becomes aware that a change in its ownership has occurred, or is
certain to occur, that could result in changes in the valuation of its capitalized assets in the accounting
records, the Contractor shall notify the Administrative Contracting Officer (ACO) within 30 days.

(2) The Contractor shall also notify the ACO within 30 days whenever changes to asset
valuations or any other cost changes have occurred or are certain to occur as a result of a change in
ownership.

(b) The Contractor shall-

(1) Maintain current, accurate, and complete inventory records of assets and their costs;

(2) Provide the ACO or designated representative ready access to the records upon request;

(3) Ensure that all individual and grouped assets, their capitalized values, accumulated
depreciation or amortization, and remaining useful lives are identified accurately before and after each of

the Contractor’s ownership changes; and

(4) Retain and continue to maintain depreciation and amortization schedules based on the asset
records maintained before each Contractor ownership change.
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(¢) The Contractor shall include the substance of this clause in all subcontracts under this contract
that meet the applicability requirement of FAR 15.408(k).

52.216-18 — Ordering (Aug 2020). As prescribed in 16.506(a), insert the following clause:
(a) Any supplies and services to be furnished under this contract shall be ordered by issuance
of delivery orders or task orders by the individuals or activities designated in the Schedule. Such orders

may be issued from through [insert dates].

(b) All delivery orders or task orders are subject to the terms and conditions of this contract. In the
event of conflict between a delivery order or task order and this contract, the contract shall control.

(c) A delivery order or task order is considered "issued" when—

(1) If sent by mail (includes transmittal by U.S. mail or private delivery service), the
Government deposits the order in the mail;

(2) If sent by fax, the Government transmits the order to the Contractor's fax number; or
(3) If sent electronically, the Government either—

(1) Posts a copy of the delivery order or task order to a Government document access system,
and notice is sent to the Contractor; or

(i1) Distributes the delivery order or task order via email to the Contractor's email address.

(d) Orders may be issued by methods other than those enumerated in this clause only if authorized
in the contract.

52.216-19 - Order Limitations (Oct 1995). As prescribed in 16.506(b), insert a clause substantially the
same as follows:

(a) Minimum order. When the Government requires supplies or services covered by this contract in
an amount of less than [insert dollar figure or quantity], the Government is not obligated

to purchase, nor is the Contractor obligated to furnish, those supplies or services under the contract.

(b) Maximum order. The Contractor is not obligated to honor-

(1) Any order for a single item in excess of [insert dollar figure or quantity],
(2) Any order for a combination of items in excess of [insert dollar figure or

quantity]; or

(3) A series of orders from the same ordering office within days that together
call for quantities exceeding the limitation in paragraph (b)(1) or (2) of this section.

(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-

21 of the Federal Acquisition Regulation (FAR)), the Government is not required to order a part of any

WS8RGZ-22-D-0044 Page 16 of 30
CW2315513


https://www.acquisition.gov/far/part-15#FAR_15_408
https://www.acquisition.gov/far/part-16#FAR_16_506
https://www.acquisition.gov/far/part-16#FAR_16_506
https://www.acquisition.gov/far/part-52#FAR_52_216_21
https://www.acquisition.gov/far/part-52#FAR_52_216_21

A .
%,é Collins Aerospace

one requirement from the Contractor if that requirement exceeds the maximum-order limitations in
paragraph (b) of this section.

(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order
exceeding the maximum order limitations in paragraph (b), unless that order (or orders) is returned to the
ordering office within days after issuance, with written notice stating the Contractor’s intent not to
ship the item (or items) called for and the reasons. Upon receiving this notice, the Government may
acquire the supplies or services from another source.

52.216-22 - Indefinite Quantity (Oct 1995). As prescribed in 16.506(e), insert the following clause:

(a) This is an indefinite-quantity contract for the supplies or services specified, and effective for the
period stated, in the Schedule. The quantities of supplies and services specified in the Schedule are
estimates only and are not purchased by this contract.

(b) Delivery or performance shall be made only as authorized by orders issued in accordance with
the Ordering clause. The Contractor shall furnish to the Government, when and if ordered, the supplies or
services specified in the Schedule up to and including the quantity designated in the Schedule as the
"maximum." The Government shall order at least the quantity of supplies or services designated in the
Schedule as the "minimum."

(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, there
is no limit on the number of orders that may be issued. The Government may issue orders requiring
delivery to multiple destinations or performance at multiple locations.

(d) Any order issued during the effective period of this contract and not completed within that
period shall be completed by the Contractor within the time specified in the order. The contract shall
govern the Contractor’s and Government’s rights and obligations with respect to that order to the same
extent as if the order were completed during the contract’s effective period; provided, that the Contractor
shall not be required to make any deliveries under this contract after [insert date].

52.222-35 Equal Opportunity for Veterans (June 2020). As prescribed in 22.1310(a)(1), insert the
following clause:

(a) Definitions. As used in this clause-

"Active duty wartime or campaign badge veteran," "Armed Forces service medal veteran,"
"disabled veteran," "protected veteran," "qualified disabled veteran," and "recently separated veteran"
have the meanings given at Federal Acquisition Regulation (FAR) 22.1301.

(b) Equal opportunity clause. The Contractor shall abide by the requirements of the equal
opportunity clause at 41 CFR 60-300.5(a), as of March 24, 2014. This clause prohibits discrimination
against qualified protected veterans, and requires affirmative action by the Contractor to employ and
advance in employment qualified protected veterans.

(c) Subcontracts. The Contractor shall insert the terms of this clause in subcontracts valued at or
above the threshold specified in FAR 22.1303(a) on the date of subcontract award, unless exempted by
rules, regulations, or orders of the Secretary of Labor. The Contractor shall act as specified by the
Director, Office of Federal Contract Compliance Programs, to enforce the terms, including action for
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noncompliance. Such necessary changes in language may be made as shall be appropriate to identify
properly the parties and their undertakings.

52.222-36 Equal Opportunity for Workers with Disabilities (June 2020). As prescribed
in 22.1408(a), insert the following clause:

(a) Equal opportunity clause. The Contractor shall abide by the requirements of the equal
opportunity clause at 41 CFR 60-741.5(a), as of March 24, 2014. This clause prohibits discrimination
against qualified individuals on the basis of disability, and requires affirmative action by the Contractor to
employ and advance in employment qualified individuals with disabilities.

(b) Subcontracts. The Contractor shall include the terms of this clause in every subcontract or
purchase order in excess of the threshold specified in Federal Acquisition Regulation (FAR) 22.1408(a)
on the date of subcontract award, unless exempted by rules, regulations, or orders of the Secretary, so that
such provisions will be binding upon each subcontractor or vendor. The Contractor shall act as specified
by the Director, Office of Federal Contract Compliance Programs of the U.S. Department of Labor, to
enforce the terms, including action for noncompliance. Such necessary changes in language may be made
as shall be appropriate to identify properly the parties and their undertakings.

52.230-2 Cost Accounting Standards (June 2020). As prescribed in 30.201-4(a)(1), insert the following
clause:

(a) Unless the contract is exempt under 48 CFR 9903.201-1 and 9903.201-2, the provisions of 48
CFR Part 9903 are incorporated herein by reference and the Contractor, in connection with this contract,
shall-

(1) (CAS-covered Contracts Only) By submission of a Disclosure Statement, disclose in writing
the Contractor’s cost accounting practices as required by 48 CFR 9903.202-1 through 9903.202-5,
including methods of distinguishing direct costs from indirect costs and the basis used for
allocating indirect costs. The practices disclosed for this contract shall be the same as the practices
currently disclosed and applied on all other contracts and subcontracts being performed by the Contractor
and which contain a Cost Accounting Standards (CAS) clause. If the Contractor has notified the
Contracting Officer that the Disclosure Statement contains trade secrets and commercial or financial
information which is privileged and confidential, the Disclosure Statement shall be protected and shall not
be released outside of the Government.

(2) Follow consistently the Contractor’s cost accounting practices in accumulating and reporting
contract performance cost data concerning this contract. If any change in cost accounting practices is
made for the purposes of any contract or subcontract subject to CAS requirements, the change must be
applied prospectively to this contract and the Disclosure Statement must be amended accordingly. If the
contract price or cost allowance of this contract is affected by such changes, adjustment shall be made in
accordance with paragraph (a)(4) or (a)(5) of this clause, as appropriate.

(3) Comply with all CAS, including any modifications and interpretations indicated thereto
contained in 48 CFR Part 9904, in effect on the date of award of this contract or, if the Contractor has
submitted certified cost or pricing data, on the date of final agreement on price as shown on the
Contractor’s signed certificate of current cost or pricing data. The Contractor shall also comply with any
CAS (or modifications to CAS) which hereafter become applicable to a contract or subcontract of the
Contractor. Such compliance shall be required prospectively from the date of applicability to such
contract or subcontract.
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(4) (i) Agree to an equitable adjustment as provided in the Changes clause of this contract if
the contract cost is affected by a change which, pursuant to paragraph (a)(3) of this clause, the
Contractor is required to make to the Contractor’s established cost accounting practices.

(i1) Negotiate with the Contracting Officer to determine the terms and conditions under
which a change may be made to a cost accounting practice, other than a change made under other
provisions of paragraph (a)(4) of this clause; provided that no agreement may be made under this
provision that will increase costs paid by the United States.

(iii) When the parties agree to a change to a cost accounting practice, other than a change
under subdivision (a)(4)(i) of this clause, negotiate an equitable adjustment as provided in the Changes
clause of this contract.

(5) Agree to an adjustment of the contract price or cost allowance, as appropriate, if the
Contractor or a subcontractor fails to comply with an applicable Cost Accounting Standard, or to follow
any cost accounting practice consistently and such failure results in any increased costs paid by the United
States. Such adjustment shall provide for recovery of the increased costs to the United States, together
with interest thereon computed at the annual rate established under section 6621(a)(2) of the Internal
Revenue Code of 1986 ( 26 U.S.C.6621(a)(2)) for such period, from the time the payment by the United
States was made to the time the adjustment is effected. In no case shall the Government recover costs
greater than the increased cost to the Government, in the aggregate, on the relevant contracts subject to
the price adjustment, unless the Contractor made a change in its cost accounting practices of which it was
aware or should have been aware at the time of price negotiations and which it failed to disclose to the
Government.

(b) If the parties fail to agree whether the Contractor or a subcontractor has complied with an
applicable CAS in 48 CFR 9904 or a CAS rule or regulation in 48 CFR 9903 and as to any cost
adjustment demanded by the United States, such failure to agree will constitute a dispute under 41 U.S.C.
chapter 71, Contract Disputes.

(c) The Contractor shall permit any authorized representatives of the Government to examine and
make copies of any documents, papers, or records relating to compliance with the requirements of this
clause.

(d) The Contractor shall include in all negotiated subcontracts which the Contractor enters into, the
substance of this clause, except paragraph (b), and shall require such inclusion in all other subcontracts, of
any tier, including the obligation to comply with all CAS in effect on the subcontractor’s award date or if
the subcontractor has submitted certified cost or pricing data, on the date of final agreement on price as
shown on the subcontractor’s signed Certificate of Current Cost or Pricing Data. If the subcontract is
awarded to a business unit which pursuant to 48 CFR 9903.201-2 is subject to other types of CAS
coverage, the substance of the applicable clause set forth in subsection 30.201-4 of the Federal
Acquisition Regulation (FAR) shall be inserted. This requirement shall apply only to negotiated
subcontracts in excess of the lower CAS threshold specified in FAR 30.201-4(b) on the date of
subcontract award, except that the requirement shall not apply to negotiated subcontracts otherwise
exempt from the requirement to include a CAS clause as specified in 48 CFR 9903.201-1.
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52.230-3 Disclosure and Consistency of Cost Accounting Practices (June 2020). As prescribed
in 30.201-4(b)(1), insert the following clause:

(a) The Contractor, in connection with this contract, shall-

(1) Comply with the requirements of 48 CFR 9904.401, Consistency in Estimating,
Accumulating, and Reporting Costs; 48 CFR 9904.402, Consistency in Allocating Costs Incurred for the
Same Purpose; 48 CFR 9904.405, Accounting for Unallowable Costs; and 48 CFR 9904.406, Cost
Accounting Standard-Cost Accounting Period, in effect on the date of award of this contract as indicated
in 48 CFR Part 9904.

(2) (CAS-covered Contracts Only) If it is a business unit of a company required to submit a
Disclosure Statement, disclose in writing its cost accounting practices as required by 48 CFR 9903.202-
1 through 9903.202-5. If the Contractor has notified the Contracting Officer that the Disclosure Statement
contains trade secrets and commercial or financial information which is privileged and confidential, the
Disclosure Statement shall be protected and shall not be released outside of the Government.

(3) (i) Follow consistently the Contractor’s cost accounting practices. A change to such
practices may be proposed, however, by either the Government or the Contractor, and the Contractor
agrees to negotiate with the Contracting Officer the terms and conditions under which a change may be
made. After the terms and conditions under which the change is to be made have been agreed to, the
change must be applied prospectively to this contract, and the Disclosure Statement, if affected, must
be amended accordingly.

(i1) The Contractor shall, when the parties agree to a change to a cost accounting practice and
the Contracting Officer has made the finding required in 48 CFR 9903.201-6(c), that the change is
desirable and not detrimental to the interests of the Government, negotiate an equitable adjustment as
provided in the Changes clause of this contract. In the absence of the required finding, no agreement may
be made under this contract clause that will increase costs paid by the United States.

(4) Agree to an adjustment of the contract price or cost allowance, as appropriate, if the
Contractor or a subcontractor fails to comply with the applicable CAS or to follow any cost accounting
practice, and such failure results in any increased costs paid by the United States. Such adjustment shall
provide for recovery of the increased costs to the United States together with interest thereon computed at
the annual rate established under section 6621(a)(2) of the Internal Revenue Code 0f1986 ( 26
U.S.C.6621(a)(2)), from the time the payment by the United States was made to the time the adjustment is
effected.

(b) If the parties fail to agree whether the Contractor has complied with an applicable CAS, rule, or
regulation as specified in 48 CFR 9903 and 9904 and as to any cost adjustment demanded by the United
States, such failure to agree will constitute a dispute under 41 U.S.C. chapter 71, Contract Disputes.

(c) The Contractor shall permit any authorized representatives of the Government to examine and
make copies of any documents, papers, and records relating to compliance with the requirements of this
clause.

(d) The Contractor shall include in all negotiated subcontracts, which the Contractor enters into, the
substance of this clause, except paragraph (b), and shall require such inclusion in all other subcontracts of
any tier, except that-
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(1) If the subcontract is awarded to a business unit which pursuant to 48 CFR 9903.201-2 is
subject to other types of CAS coverage, the substance of the applicable clause set forth in section 30.201-
4 of the Federal Acquisition Regulation (FAR) shall be inserted.

(2) The requirement in this paragraph (d) shall apply only to negotiated subcontracts in excess
of the lower CAS threshold specified in FAR 30.201-4(b) on the date of subcontract award.

(3) The requirement shall not apply to negotiated subcontracts otherwise exempt from the
requirement to include a CAS clause as specified in 48 CFR 9903.201-1.

52.252-2 Clauses Incorporated by Reference (Feb 1998). As prescribed in 52.107(b), insert the
following clause: This contract incorporates one or more clauses by reference, with the same force and
effect as if they were given in full text. The full text of FAR/DFARS clauses may be accessed at
https://www.acquisition.gov/.

252.225-7043 Antiterrorism/Force Protection for Defense Contractors Outside the United States
(June 2015). As prescribed in 225.372-2 , use the following clause:

(a) Definition. “United States,” as used in this clause, means, the 50 States, the District of Columbia,
and outlying areas.

(b) Except as provided in paragraph (c) of this clause, the Contractor and its subcontractors, if
performing or traveling outside the United States under this contract, shall—

(1) Affiliate with the Overseas Security Advisory Council, if the Contractor or subcontractor is a
U.S. entity;

(2) Ensure that Contractor and subcontractor personnel who are U.S. nationals and are in-country
on a non-transitory basis, register with the U.S. Embassy, and that Contractor and subcontractor personnel
who are third country nationals comply with any security related requirements of the Embassy of their
nationality;

(3) Provide, to Contractor and subcontractor personnel, antiterrorism/force protection awareness
information commensurate with that which the Department of Defense (DoD) provides to its military and
civilian personnel and their families, to the extent such information can be made available prior to travel
outside the United States; and

(4) Obtain and comply with the most current antiterrorism/force protection guidance for
Contractor and subcontractor personnel.

(c) The requirements of this clause do not apply to any subcontractor that is:
(1) A foreign government;
(2) A representative of a foreign government; or

(3) A foreign corporation wholly owned by a foreign government.
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(d) Information and guidance pertaining to DoD antiterrorism/force protection can be obtained
from (Contracting Officer to insert applicable information cited in PGI 225.372-1).

252.234-7002 Earned Value Management System. As prescribed in 234.203 (2), use the following
clause:

(a) Definitions. As used in this clause

“Acceptable earned value management system” means an earned value management system that generally
complies with system criteria in paragraph (b) of this clause.

“Earned value management system” means an earned value management system that complies with the
earned value management system guidelines in the ANSI/EIA-748.

“Significant deficiency” means a shortcoming in the system that materially affects the ability of officials of
the Department of Defense to rely upon information produced by the system that is needed for management
purposes.

(b) System criteria. In the performance of this contract, the Contractor shall use—

(1) An Earned Value Management System (EVMS) that complies with the EVMS guidelines in the
American National Standards Institute/Electronic Industries Alliance Standard 748, Earned Value
Management Systems (ANSI/EIA-748); and

(2) Management procedures that provide for generation of timely, reliable, and verifiable information for
the Contract Performance Report (CPR) and the Integrated Master Schedule (IMS) required by the CPR
and IMS data items of this contract.

(c) If this contract has a value of $50 million or more, the Contractor shall use an EVMS that has been
determined to be acceptable by the Cognizant Federal Agency (CFA). If, at the time of award, the
Contractor’s EVMS has not been determined by the CFA to be in compliance with the EVMS guidelines
as stated in paragraph (b)(1) of this clause, the Contractor shall apply its current system to the contract and
shall take necessary actions to meet the milestones in the Contractor’s EVMS plan.

(d) If this contract has a value of less than $50 million, the Government will not make a formal
determination that the Contractor’s EVMS complies with the EVMS guidelines in ANSI/EIA-748 with
respect to the contract. The use of the Contractor’s EVMS for this contract does not imply a Government
determination of the Contractor’s compliance with the EVMS guidelines in ANSI/EIA-748 for application
to future contracts. The Government will allow the use of a Contractor’s EVMS that has been formally
reviewed and determined by the CFA to be in compliance with the EVMS guidelines in ANSI/EIA-748.

(e) The Contractor shall submit notification of any proposed substantive changes to the EVMS procedures
and the impact of those changes to the CFA. If this contract has a value of $50 million or more, unless a
waiver is granted by the CFA, any EVMS changes proposed by the Contractor require approval of the CFA
prior to implementation. The CFA will advise the Contractor of the acceptability of such changes as soon
as practicable (generally within 30 calendar days) after receipt of the Contractor’s notice of proposed
changes. If the CFA waives the advance approval requirements, the Contractor shall disclose EVMS
changes to the CFA at least 14 calendar days prior to the effective date of implementation.

(f) The Government will schedule integrated baseline reviews as early as practicable, and the review process
will be conducted not later than 180 calendar days after—
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(1) Contract award;
(2) The exercise of significant contract options; and
(3) The incorporation of major modifications.

During such reviews, the Government and the Contractor will jointly assess the Contractor’s baseline to be
used for performance measurement to ensure complete coverage of the statement of work, logical
scheduling of the work activities, adequate resourcing, and identification of inherent risks.

(g) The Contractor shall provide access to all pertinent records and data requested by the Contracting Officer
or duly authorized representative as necessary to permit Government surveillance to ensure that the EVMS
complies, and continues to comply, with the performance criteria referenced in paragraph (b) of this clause.

(h) When indicated by contract performance, the Contractor shall submit a request for approval to initiate
an over-target baseline or over-target schedule to the Contracting Officer. The request shall include a top-
level projection of cost and/or schedule growth, a determination of whether or not performance variances
will be retained, and a schedule of implementation for the rebaselining. The Government will acknowledge
receipt of the request in a timely manner (generally within 30 calendar days).

(i) Significant deficiencies. (1) The Contracting Officer will provide an initial determination to the
Contractor, in writing, of any significant deficiencies. The initial determination will describe the deficiency
in sufficient detail to allow the Contractor to understand the deficiency.

(2) The Contractor shall respond within 30 days to a written initial determination from the Contracting
Officer that identifies significant deficiencies in the Contractor's EVMS. If the Contractor disagrees with
the initial determination, the Contractor shall state, in writing, its rationale for disagreeing.

(3) The Contracting Officer will evaluate the Contractor's response and notify the Contractor, in writing, of
the Contracting Officer’s final determination concerning—

(i) Remaining significant deficiencies;
(i1) The adequacy of any proposed or completed corrective action;

(ii1) System noncompliance, when the Contractor’s existing EVMS fails to comply with the earned value
management system guidelines in the ANSI/EIA-748; and

(iv) System disapproval, if initial EVMS validation is not successfully completed within the time frame
approved by the Contracting Officer, or if the Contracting Officer determines that the Contractor's earned
value management system contains one or more significant deficiencies in high-risk guidelines in
ANSI/EIA-748 standards (guidelines 1, 3, 6, 7, 8, 9, 10, 12, 16, 21, 23, 26, 27, 28, 30, or 32). When the
Contracting Officer determines that the existing earned value management system contains one or more
significant deficiencies in one or more of the remaining 16 guidelines in ANSI/EIA-748 standards, the
Contracting Officer will use discretion to disapprove the system based on input received from functional
specialists and the auditor.

(4) If the Contractor receives the Contracting Officer’s final determination of significant deficiencies, the
Contractor shall, within 45 days of receipt of the final determination, either correct the significant
deficiencies or submit an acceptable corrective action plan showing milestones and actions to eliminate the
significant deficiencies.
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(j) Withholding payments. If the Contracting Officer makes a final determination to disapprove the
Contractor’s EVMS, and the contract includes the clause at 252.242-7005 , Contractor Business Systems,
the Contracting Officer will withhold payments in accordance with that clause.

(k) With the exception of paragraphs (i) and (j) of this clause, the Contractor shall require its subcontractors
to comply with EVMS requirements as follows:

(1) For subcontracts valued at $50 million or more, the following subcontractors shall comply with the
requirements of this clause:

252.223-7001 Hazard Warning Labels (Dec 1991). As prescribed in 223.303 , use the following clause:

(a) “Hazardous material,” as used in this clause, is defined in the Hazardous Material Identification
and Material Safety Data clause of this contract.

(b) The Contractor shall label the item package (unit container) of any hazardous material to be
delivered under this contract in accordance with the Hazard Communication Standard (29 CFR 1910.1200
et seq). The Standard requires that the hazard warning label conform to the requirements of the standard
unless the material is otherwise subject to the labelling requirements of one of the following statutes:

(1) Federal Insecticide, Fungicide and Rodenticide Act;
(2) Federal Food, Drug and Cosmetics Act;

(3) Consumer Product Safety Act;

(4) Federal Hazardous Substances Act; or

(5) Federal Alcohol Administration Act.

(c) The Offeror shall list which hazardous material listed in the Hazardous Material Identification and
Material Safety Data clause of this contract will be labelled in accordance with one of the Acts in
paragraphs (b)(1) through (5) of this clause instead of the Hazard Communication Standard. Any
hazardous material not listed will be interpreted to mean that a label is required in accordance with the
Hazard Communication Standard.

MATERIAL (If None, Insert “None.”) ACT

(d) The apparently successful Offeror agrees to submit, before award, a copy of the hazard warning
label for all hazardous materials not listed in paragraph (c) of this clause. The Offeror shall submit the
label with the Material Safety Data Sheet being furnished under the Hazardous Material Identification and
Material Safety Data clause of this contract.

(e) The Contractor shall also comply with MIL-STD-129, Marking for Shipment and Storage
(including revisions adopted during the term of this contract).
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252.225-7972 PROHIBITION ON THE PROCUREMENT OF FOREIGN MADE UNMANNED
AIRCRAFT SYSTEMS (DEVIATION 2020-00015) (May 2020)

(a) Prohibition. In accordance with section 848 of the National Defense Authorization Act for Fiscal
Year 2020, the Contractor shall not provide or use in the performance of this contract;

(1)  An unmanned aircraft system (UAS), or any related services or equipment, that:

(i) Is manufactured in the Peoples Republic of China or by an entity domiciled in the Peoples
Republic of China;

(i) Uses flight controllers, radios, data transmission devices, cameras, or gimbals manufactured
in the Peoples Republic of China or by an entity domiciled in the Peoples Republic of
China;

(iii) Uses a ground control system or operating software developed in the Peoples Republic of
China or by an entity domiciled in the Peoples Republic of China; or

(iv) Uses network connectivity or data storage located in, or administered by an entity domiciled

in, the Peoples Republic of China; or

(2) A system for the detection or identification of a UAS, or any related services or equipment,
that is manufactured--

(1) In the Peoples Republic of China; or
(i1) By an entity domiciled in the Peoples Republic of China.

(b)  Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (b),
in all subcontracts or other contractual instruments, including subcontracts for the acquisition of

commercial items.

252.245-7004 Reporting, Reutilization, and Disposal (Dec 2017). As prescribed in 245.107 (5), use the
following clause:

(a) Definitions. As used in this clause—

(1) “Demilitarization” means the act of eliminating the functional capabilities and inherent
military design features from DoD personal property. Methods and degree range from removal and
destruction of critical features to total destruction by cutting, tearing, crushing, mangling, shredding,
melting, burning, etc.
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(2) “Export-controlled items” means items subject to the Export Administration Regulations
(EAR) (15 CFR parts 730-774) or the International Traffic in Arms Regulations [(ITAR)] (22 CFR parts
120-130). The term includes—

(i) “Defense items,” defined in the Arms Export Control Act, 22 U.S.C. 2778(j)(4)(A), as
defense articles, defense services, and related technical data, etc.; and

99 ¢¢

(i1) “Items,” defined in the EAR as “commodities,” “software,” and “technology,” terms that

are also defined in the EAR, 15 CFR 772.1.
(3) “Ineligible transferees” means individuals, entities, or countries—

(i) Excluded from Federal programs by the General Services Administration as identified in
the System for Award Management Exclusions located at https://www.acquisition.gov;

(i1) Delinquent on obligations to the U.S. Government under surplus sales contracts;

(iii) Designated by the Department of Defense as ineligible, debarred, or suspended from
defense contracts; or

(iv) Subject to denial, debarment, or other sanctions under export control laws and related
laws and regulations, and orders administered by the Department of State, the Department of Commerce,
the Department of Homeland Security, or the Department of the Treasury.

(4) “Scrap” means property that has no value except for its basic material content. For purposes
of demilitarization, scrap is defined as recyclable waste and discarded materials derived from items that
have been rendered useless beyond repair, rehabilitation, or restoration such that the item’s original
identity, utility, form, fit, and function have been destroyed. Items can be classified as scrap if processed
by cutting, tearing, crushing, mangling, shredding, or melting. Intact or recognizable components and
parts are not “scrap.”

(5) “Serviceable or usable property” means property with potential for reutilization or sale “as is”
or with minor repairs or alterations.

(b) Inventory disposal schedules. Unless disposition instructions are otherwise included in this
contract, the Contractor shall complete SF 1428, Inventory Schedule B, within the Plant Clearance
Automated Reutilization Screening System (PCARSS). Information on PCARSS can be obtained from
the plant clearance officer and at http://www.dcma.mil/WBT/PCARSS/.

(1) The SF 1428 shall contain the following:

(1) If known, the applicable Federal Supply Code (FSC) for all items, except items in scrap
condition.

(i) If known, the manufacturer name for all aircraft components under Federal Supply Group
(FSG) 16 or 17 and FSCs 2620, 2810, 2915, 2925, 2935, 2945, 2995, 4920, 5821, 5826, 5841, 6340, and
6615.
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(ii1) The manufacturer name, make, model number, model year, and serial number for all
aircraft under FSCs 1510 and 1520.

(iv) Appropriate Federal Condition Codes. See Appendix 2 of DLM 4000.25-2, Military
Standard Transaction Reporting and Accounting Procedures (MILSTRAP) manual, edition in effect as of
the date of this contract. Information on Federal Condition Codes can be obtained at
http://www.dla.mil/HQ/InformationOperations/DLMS/elibrary/manuals/MILSTRAP/.

(2) If the schedules are acceptable, the plant clearance officer shall complete and send the
Contractor a DD Form 1637, Notice of Acceptance of Inventory.

(c) Proceeds from sales of surplus property. Unless otherwise provided in the contract, the proceeds
of any sale, purchase, or retention shall be—

(1) Forwarded to the Contracting Officer;

(2) Credited to the Government as part of the settlement agreement;
(3) Credited to the price or cost of the contract; or

(4) Applied as otherwise directed by the Contracting Officer.

(d) Demilitarization, mutilation, and destruction. If demilitarization, mutilation, or destruction of
contractor inventory is required, the Contractor shall demilitarize, mutilate, or destroy contractor
inventory, in accordance with the terms and conditions of the contract and consistent with Defense
Demilitarization Manual, DoDM 4160.28-M, edition in effect as of the date of this contract. The plant
clearance officer may authorize the purchaser to demilitarize, mutilate, or destroy as a condition of sale
provided the property is not inherently dangerous to public health and safety.

(e) Classified Contractor inventory. The Contractor shall dispose of classified contractor inventory in
accordance with applicable security guides and regulations or as directed by the Contracting Officer.

(f) Inherently dangerous Contractor inventory. Contractor inventory dangerous to public health or
safety shall not be disposed of unless rendered innocuous or until adequate safeguards are provided.

(g) Contractor inventory located in foreign countries. Consistent with contract terms and conditions,
property disposition shall be in accordance with foreign and U.S. laws and regulations, including laws
and regulations involving export controls, host nation requirements, Final Governing Standards, and
Government-to-Government agreements. The Contractor's responsibility to comply with all applicable
laws and regulations regarding export-controlled items exists independent of, and is not established or
limited by, the information provided by this clause.

(h) Disposal of scrap.
(1) Contractor with scrap procedures.

(i) The Contractor shall include within its property management procedure, a process for the
accountability and management of Government-owned scrap. The process shall, at a minimum, provide
for the effective and efficient disposition of scrap, including sales to scrap dealers, so as to minimize
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costs, maximize sales proceeds, and contain the necessary internal controls for mitigating the improper
release of non-scrap property.

(i1) The Contractor may commingle Government and contractor-owned scrap and provide
routine disposal of scrap, with plant clearance officer concurrence, when determined to be effective and

efficient.

(2) Scrap warranty. The plant clearance officer may require the Contractor to secure from scrap
buyers a DD Form 1639, Scrap Warranty.

(i) Sale of surplus Contractor inventory.

(1) The Contractor shall conduct sales of contractor inventory (both useable property and scrap)
in accordance with the requirements of this contract and plant clearance officer direction.

(2) Any sales contracts or other documents transferring title shall include the following statement:
““The Purchaser certifies that the property covered by this contract will be used in (name of country).
In the event of resale or export by the Purchaser of any of the property, the Purchaser agrees to obtain the
appropriate U.S. and foreign export or re-export license approval.

(j) Restrictions on purchase or retention of Contractor inventory.

(1) The Contractor may not knowingly sell the inventory to any person or that person's agent,
employee, or household member if that person—

(1) Is a civilian employee of the DoD or the U.S. Coast Guard,
(i1) Is a member of the armed forces of the United States, including the U.S. Coast Guard; or

(ii1) Has any functional or supervisory responsibilities for or within the DoD’s property
disposal/disposition or plant clearance programs or for the disposal of contractor inventory.

(2) The Contractor may conduct Internet-based sales, to include use of a third party.

(3) If the Contractor wishes to bid on the sale, the Contractor or its employees shall submit bids to
the plant clearance officer prior to soliciting bids from other prospective bidders.

(4) The Contractor shall solicit a sufficient number of bidders to obtain adequate competition.
Informal bid procedures shall be used, unless the plant clearance officer directs otherwise. The Contractor
shall include in its invitation for bids, the sales terms and conditions provided by the plant clearance
officer.

(5) The Contractor shall solicit bids at least 15 calendar days before bid opening to allow
adequate opportunity to inspect the property and prepare bids.

(6) For large sales, the Contractor may use summary lists of items offered as bid sheets with
detailed descriptions attached.

WS8RGZ-22-D-0044 Page 28 of 30
CW2315513



A .
%,é Collins Aerospace

(7) In addition to mailing or delivering notice of the proposed sale to prospective bidders, the
Contractor may (when the results are expected to justify the additional expense) display a notice of the
proposed sale in appropriate public places, e.g., publish a sales notice on the Internet in appropriate trade
journals or magazines and local newspapers.

(8) The plant clearance officer or representative will witness the bid opening. The Contractor
shall submit, either electronically or manually, two copies of the bid abstract.

(9) The following terms and conditions shall be included in sales contracts involving the
demilitarization, mutilation, or destruction of property:

(1) Demilitarization, mutilation, or destruction on Contractor or subcontractor
premises. Item(s) require demilitarization, mutilation, or destruction by the Purchaser. Insert item
number(s) and specific demilitarization, mutilation, or destruction requirements for item(s) shown in
Defense Demilitarization Manual, DoDM 4160.28-M, edition in effect as of the date of this contract.
Demilitarization shall be witnessed and verified by a Government representative using DRMS Form 145
or equivalent.

(i1) Demilitarization, mutilation, or destruction off Contractor or subcontractor premises.

(A) Item(s) require demilitarization, mutilation, or destruction by the Purchaser.
Insert item number(s) and specific demilitarization, mutilation, or destruction requirements for item(s)
shown in Defense Demilitarization Manual, DoDM 4160.28-M, edition in effect as of the date of this
contract. Demilitarization shall be witnessed and verified by a Government representative using DRMS
Form 145 or equivalent.

(B) Property requiring demilitarization shall not be removed, and title shall not pass to
the Purchaser, until demilitarization has been accomplished and verified by a Government representative.
Demilitarization will be accomplished as specified in the sales contract. Demilitarization shall be
witnessed and verified by a Government representative using DRMS Form 145 or equivalent.

(C) The Purchaser agrees to assume all costs incident to the demilitarization and to
restore the working area to its present condition after removing the demilitarized property.

(ii1) Failure to demilitarize. If the Purchaser fails to demilitarize, mutilate, or destroy the
property as specified in the contract, the Contractor may, upon giving 10 days written notice from date of
mailing to the Purchaser—

(A) Repossess, demilitarize, and return the property to the Purchaser, in which case the
Purchaser hereby agrees to pay to the Contractor, prior to the return of the property, all costs incurred by
the Contractor in repossessing, demilitarizing, and returning the property;

(B) Repossess, demilitarize, and resell the property, and charge the defaulting Purchaser
with all costs incurred by the Contractor. The Contractor shall deduct these costs from the purchase price
and refund the balance of the purchase price, if any, to the Purchaser. In the event the costs exceed the
purchase price, the defaulting Purchaser hereby agrees to pay these costs to the Contractor; or

(C) Repossess and resell the property under similar terms and conditions. In the event this
option is exercised, the Contractor shall charge the defaulting Purchaser with all costs incurred by the
Contractor. The Contractor shall deduct these costs from the original purchase price and refund the
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balance of the purchase price, if any, to the defaulting Purchaser. Should the excess costs to the
Contractor exceed the purchase price, the defaulting Purchaser hereby agrees to pay these costs to the
Contractor.

CUSTOMER SPECIFIC CLAUSES

HO0002 - CONTRACTOR MANPOWER REPORTING

The Office of the Assistant Secretary of the Army (Manpower & Reserve Affairs) operates and maintains
a secure Army data collection site where the contractor will report ALL contractor manpower (including
subcontractor manpower) required for performance of this contract.

The contractor is required to completely fill in all the information in the format using the following

web address: https://contractormanpower.army.pentagon.mil.

The required information includes:Contracting Office, Contracting Officer, Contracting Officer's
Technical Representative; (2) Contract number, including task and delivery order number; (3)
Beginning and ending dates covered by reporting period; (4) Contractor name, address, phone
number, e-mail address, identity of contractor employee entering data; (5) Estimated direct labor
hours (including sub-contractors); (6) Estimated direct labor dollars paid this reporting period
(including sub-contractors); (7) Total payments (including sub-contractors); (8) Predominant Federal
Service Code (FSC) reflecting services provided by contractor (and separate predominant FSC for
each sub-contractor if different); (9) Estimated data collection cost; (10) Organizational title
associated with the Unit Identification Code (UIC) forthe Army Requiring Activity (the Army
Requiring Activity is responsible for providing the contractor with its UIC for the purposes of
reporting this information); (11) Locations where contractor and sub-contractors perform the work
(specified by zip code in the United States and nearest city, country, when in an overseas location,
using standardized nomenclature provided on website); (12) Presence of deployment or contingency
contract language; and (13) Number of contractor and sub-contractor employees deployed in theater
this reporting period (by country). As part of its submission, the contractor will also provide the
estimated total cost (it any) incurred to comply with this reporting requirement. Reporting period will
be the period of performance not to exceed 12 months ending September 30 of each Government
fiscal year and must be reported by 31 October of each calendar year. Contractors may use a direct
CML data transfer to the database server or fill in the fields on the website. The SML direct transfer is
a format for transferring files froma contractor's system to the secure web site without the need for
separate data entries for each required data element at the web site. The specific formats for the SML
direct transfer may be downloaded from the web site.

Contractor Manpower Reporting is not required for FMS efforts.
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